nMsiBeura @SUT-Wifi 15U Windows 7

1.1U17i "Start menu" -> "Control Panel" -> "Network and Internet"

(Jkes)id F » Control Panel »

Adjust your computer’'s settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet

View network status and tasks

“&2.  Choose homegroup and Network and Internet
Check network status and cHange
settings, set preferences for sharing
files and computers, configure
Internet display and connection, and
more,

, / Hardware and Soy
View devices and printer]
Add a device

Connect to a projector
Adjust commonly used mobility settings

Programs

Uninstall a program

View by: Category ¥

User Accounts and Family Safety
@' Add or remove user accounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

2.0 "Network and Sharing Center"

_

ey i —— ——— - il
%' @ » Control Panel » Network and Internet » v &,' Search Control Panel p|

Control Panel Home A

' &

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Network and Sharing Center

View network computers and devices

2 View network status and tack. Connectitn a nehworl
System and Securi .
B ity Add a wireless d{ Network and Sharing Cefter
o Network and Internet Check network status, cHange
omeGrou preferences
gadwars and Sounc Q Chasse homege for sharing files and printers.
Programs

Internet Options
Change your homepage

Manage brow:

seradd-ons | Delete browsing history and cookies




3.91°9AUEnA "Manage Wireless Networks'

T *e - N F B
i g . .
w %X » Control Panel » Network and Internet » Network and Sharing Center v } ‘ Search Control Panel
Control Panel Home . « - ’ !
View your basic network information and set up connections
Pianage wireless networks ) m Jo e Sectiimap
T ——— —— S
e sdoptetseitings MAL2T-PC Network 3 Internet
Change advanced sharing (This computer)
setings View your active networks Connect or disconnect
Network 3 Access type: Internet
Work network Connections: [ Local Area Connection
Change your networking settings
? Set up a new connection or network
i Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Troubleshoot problems
Diag! and repair k problems, or get hooting inf
See also
HomeGroup
Internet Options
Windows Firewall

4. UUNIEN Manage Wireless Networks na "Add"

«ffl » Control Pa Network and Intemet Manage Wireless Networks A ‘ Search Manage Wireless Networks pel

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

@ Adapter properties  Profile types  Network and Sharing Center

etV "Add a wireless network [ and reorder (1)

j{ Rimnam AZ/donot L/Bit Security: WPA2-Personal Type: Any supported Manually connect
3
-




5.na "Manually create a network profile"

' -
- ==

U 1! Manually connect to a wireless network

How do you want to add a network?

:._.\,A;x create a Network profie

« This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

Create an ad hoc network
" This creates a temporary network for sharing files or an Internet connection

Cancel

(%
=1

6.UUNLIRN9 Manually connect to a wireless network flapfal

Network name : @SUT-Wifi
Security type: WPA2-Enterprise
Encryption type: AES

UUNA "Next"

@ & Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: | @SUT-Wifi

Security type: ‘VWPAZ-Enterprise v

Encryption type: AES

Security Key: Hide characters

Start this connection automatically

[[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

7.flpUnngniiienedsy Lien "Change connection settings'



&* Manually connect to a wireless network

Successfully added @SUT-Wifi

# Change connection settings
Open the connection properties so that | can change the settings.

| Close

8.UuUNtA1 Wireless Network Properties 1danuitu "Security” a1ntiuna "Settings”

@SUT-Wifi Wireless Network Properties | X

| Connection  Security

Security type: WPA2-Enterprise v
Encryption type: AES Vi

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v| Settings

{¥] Remember my credentials for this connectoresdy
time I'm logged on

Advanced settings "

9.UUNUIAY Protected EAP Properties lsidan "Verify the server's identity by validating the
certificate"



#aen "Select Authentication Method:" 1 Secured password (EAP-MSCHAP v2)

nUUnA "Configure..."

When connecting:

| | Connect to these servers (examples:srv1;srv2;, *\.srv3\.com):

Trusted Root Certification suthotities:

0

[] class 3 Public Primary Certification Authority
[] Class 3 Public Primary Certification Authority
[] DigiCert Assured ID Root CA

[] Equifax Secure Certificate Authority

[] GeoTrust Global CA

[] Globalsign Root CA

<]}

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:
'Secured password (EAP-MSCHAP v2) | Configure... |
Enable Fast Reconnect

[JEnforce Network Access Protection
[ Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

10. VMR EAP MSCHAPV2 Properties laii@an "Automatically use my Windows logon
name and password (and domain if any)" 91n1una "OK"

When connecting:

Automatically use my Windows logon name and
password {and domain if any).

11.UUNU6 Protected EAP Properties nm "OK"



When connecting:
[ verify the server's identity by validating the certificate

| | Connect to these servers (examples:srv1;srv2;. *\.srv3\.com):

Trusted Root Certification Authotities:

O
[] class 3 Public Primary Certification Authority
[] Class 3 Public Primary Certification Authority
["] DigiCert Assured ID Root CA

[] Equifax Secure Certificate Authority

[] GeoTrust Global CA

[] Globalsign Root CA

<3

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

lSecu'ed password (EAP-MSCHAP v2)
Enable Fast Reconnect
[]Enforce Network Access Protection

[ ] Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy

| Cancel

12.UUntsine Wireless Network Properties ne "Advanced settings"



@SUT-Wifi Wireless Network Properties ﬂ

:min-

Secritytype: |WPA2Enterprise vl

Encryption type: |AES. v

R
Microsoft: Protected EAP (PEAP) V|| Settngs

[V]Remember my credentials for this connection each
time I'm logged on

Advanced settings

13. fiuny 802.1X settings 1§i|,ﬂ'§'ammagnwﬁ'1 "Specify authentication mode" 9 niuLden

"User authentication" 31n1unA "Save credentials"

Advanced settings

| 802.1X settngs |802.11 settings

V] Spedify authentication mode: |

User authentication v/ || | Save credentals |

| Bt

| Delete credentials for all users

[} Enable single sign on for this network

@) Perform immediately before user logon
Perform immedsately after user logon

Maximum delay (seconds): 10 :
V| Allow additional dialogs to be displayed during single
sgnon

| This network uses separate virtual LANs for machine
i and user authentication

14.yuntheing Windows Security sy UayTgld Internet Account anntiuna "OK'



Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network H
when you're not lcgged con (for example, to downlecad updates). n?an internet account

n (245003

[cemcannnes )

YAIVINU (SFENUNIIU / FHAUA.)

157mtieing Advanced Settings Toinata OK ndsanniunaty OK wag Close gy

B l ==

Advanced settings e @SUT-Wifi Wireless Network Properties
802.1X settngs | 802,11 settings | , | Connection | Security |
[V specfy authentication mode:
User authentication v Save credentials | Security type: (WPA2Enterprise v
Delete credentials for all users Encryption type: As, vi
[T]Enable single sign on for this network
@) Perform mmediately before user logon Choose a network authentication method:
Perform immediately after user logon »mosoﬂ: Protected EAP (PEAP) V} Settings '
Maxdmum detay (seconds): 10 : R ber my credentials for this tion each
v Allow additional dialogs to be displayed during single time I'm logged on
sign on
This network uses separate virtual LANs for machine
and user authentication
Advanced settings
L Ok || Concel [ o Cancel

& Manually connect to a wireless network

Successfully added @SUT-Wifi

< Change connection settings
Open the connection properties so that | can change the settings.




16.nalaAdUNISIYaURNNINAUNS

11:41 AM
8/23/2016

- |.§ .|l|| l‘)) ENG

| »

Currently connected to:

I' . @SUT-Wifi
Internet access

Wireless Network Connection

m

0
0
B & - . 3

@SUT-Wifi

@AIS-Wifi

SUT-Wifi

eduroam ‘ﬂ!!
SUT-Guest M
SUT-Mobile ?ﬁ!!
SUT-Wifi_AIS %G -

Open Network and Sharing Center

17 ndsanidensie @SUT-Wifi d15auds gunsalazdinisiliousisly aswioludloagluusinnnid
dyayru @SUT-Wifi gunsalazyinisieusielnednlugi

g

Currently connected to: 5 -
@SUT-Wifi
Internet access
Wireless Network Connection A |
@SUT-Wifi Connected 1\\“
Name: @SUT-Wifi
@AIS-Wifi Signal Strength: Excellent
Security Type: WPA2
SUT-Wifi Radio Type: 802.11n
SSID: @SUT-Wifi
eduroam )|
SUT-Guest o
SUT-Mogile o
SUT-Wifi_AIS o
AIS SMART LOGIN .ﬂ“ Y
Open Network and Sharing Center




